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Workplace Computers and Employee Privacy Rights 

The Supreme Court of Canada recently released the decision of R. v. Cole about whether a teacher 
had a reasonable expectation of privacy in personal materials stored on a work-issued laptop.  The 
issue in this case was whether the police had breached section 8 of the Charter of Rights and 
Freedoms when it viewed the contents of the teacher’s laptop and created a mirror image of the 
hard drive for forensic purposes without a warrant.  Section 8 of the Charter guarantees the right 
of everyone in Canada to be secure against unreasonable search or seizure.   

The teacher in this case was charged with possession of child pornography and unauthorized use 
of a computer.  He had been provided with a work-issued laptop and was permitted to use it for 
incidental personal purposes.  A technician who was performing maintenance activities on the 
laptop found a hidden folder containing nude and partially nude photographs of an underage 
female student.  The technician notified the principal and copied the photographs to a compact 
disc.  The principal seized the laptop and school board technicians copied the temporary Internet 
files onto a second disc.  The laptop and both discs were given to the police. 

The Court concluded that there was a reasonable though diminished expectation of privacy in the 
laptop in these circumstances.  Therefore, the police infringed the teacher’s rights under section 8 
of the Charter.  However, the Court also concluded that the conduct of the police officer in this 
case was not an egregious breach of the Charter and the admission of this evidence would not 
bring the administration of justice into disrepute.  Therefore, the Court deemed the evidence 
admissible and ordered a new trial. 

In its discussion of whether the teacher had a reasonable expectation of privacy, the Court 
inferred that he had a subjective expectation of privacy in the informational content of his 
computer.  Therefore, the issue for the Court to determine was whether the teacher’s subjective 
expectation of privacy was objectively reasonable.  While there is no definitive list of 
considerations, the Court reviewed the employer’s policy regarding computer use, the ownership 
of the laptop, the context in which personal information was placed on the employer-owned 
computer and the nature of the information.  

The employer’s policy was clear that the employer owned the hardware and data stored on it but 
it also allowed employees to use work-issued laptops for personal purposes.  In weighing the 
considerations and, in particular, the nature of the information on the laptop, the Court 
determined that the teacher had a reasonable expectation of privacy in his laptop but that the 
ownership of the laptop and the employer’s policies and practices diminished that expectation. 
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In its reasons, the Court was clear that it was not commenting on the issue of an employer’s right 
to monitor computers issued to employees.  It was dealing with the conduct of the police and 
whether the teacher’s rights under section 8 of the Charter were breached.  However, the Court 
stated it agreed that the principal had a statutory duty to maintain a safe school environment and 
“…by necessary implication, a reasonable power to seize and search a school-board-issued laptop 
if the principal believed on reasonable grounds that the hard drive contained compromising 
photographs of a student.” 

While this case does not directly address the issue of an employer’s right to conduct a search of an 
employee’s activities on workplace computers, it highlights the importance of internet use policies 
that explicitly set out the ownership of materials stored on employer technology and sets limits on 
personal use of such technology by employees.  This case also confirms the rights of employers to 
conduct reasonable searches of personal information on workplace computers for legitimate 
business purposes.    

 

Carolyn MacEachern 


	OCTOBER 25, 2012
	CLIENT BULLETIN


